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Jean-Paul Rodrigue (2017): Stages in a Bubble, in: The Geography of Transport Systems, Routledge, ISBN 978-1138669574
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BLOCKCHAIN: CHARACTERISTICS

Blockchains:

Distributed, electronic ledgers

Immutable due to cryptographic procedures
Transparent for all participants through individual, complete copies

Transactions are digitally signed, currently without legal identity

Public blockchains have no trusted third parties, but distributed consensus

Decentralized lottery principle based on cryptographic puzzles for proposing

new blocks

Use smart contracts for decentralized execution of Turing-complete algorithms

through transactions



BLOCKCHAIN: INNER WORKING

Participant B Participant E

Participant A
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Participant Block i-1

Hash Value Hash Value

Timestamp Timestamp

Reference to previous (X)) Reference to previous
block block

Digitally signed Digitally signed
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BLOCKCHAIN: ADDING BLOCKS

"A" wants to add a digitally signed transaction T to Transaction T:
the blockchain. A pays B 10 EUR

Participant B

@ Participant E

Participant D

Participant A

Participant G

Participant C Participant F



BLOCKCHAIN: ADDING BLOCKS

A transmits the transaction incl. a fee to its neighbors B and
C, who forward it to their peers and so on.

Participant B

Participant E
T T
Participant A
‘ Participant G

T

Participant D
T

Participant C Participant F



BLOCKCHAIN: ADDING BLOCKS

One participant is selected through a decentralized lottery
(cryptographic puzzle).

Participant B

Participant E
T T
Participant A

« Participant G
T
Participant D
T
T
T
T

Participant C Participant F




BLOCKCHAIN: ADDING BLOCKS

This participant adds the transaction as a new block to the
blockchain and distributes the information to its peers.

Participant B

Participant A

« Participant G
Part:c:pant D

Participant C Participant F ﬁ“




BLOCKCHAIN: ADDING BLOCKS

Every participant validates the blockchain. If multiple
versions exist, the longest chain (in terms of effort) prevails.

Participant B
Participant E

Participant G
Part:c:pant D ‘

Participant C Participant F “.—E




BLOCKCHAIN: SMART CONTRACTS

Transaction T:
Transactions may also contain executable code contract c
= smart contract, which is executed decentrally function check (x, y)
upon request, results stored in blockchain if (x>y)
transfer (A,B,10)

Participant B
Participant E

AEEES

Part:c:pant D

Participant A

Participant G

Participant C Participant F




POTENTIAL APPLICATIONS

Potential applications for blockchains include:

» Virtual currencies = <
» Public registers
» Attestation and traceability of information

> Decentralized electronic identities

» Decentralized applications (DApps) oM R
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APPROACHING THE TOPIC
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VIEWS IN ENTERPRISE MODELING
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IN ENTERPRISE MODELING

E= I

. — Z, & Scene Models for

e.tlSlneSS |/u/u«@|mﬂ% @,_?ff"“’"["ai?‘ e ‘ Business Model

ew 5 0--- i Innovation

Make coffee by robot
Semiformal - l , BPMN for Business
Vi eW ("~_«") —>[ Take tablet ’—»[ Meve 1o —:ype . ['"se“mfg":;“e'e'" —-»[ Deliver coffee ]—»O PI'OCGSSGS
g

Formalized Petri Nets,

» State Charts for

View Formalization

Technology A ? i & m UML Dep.loyment,

- =i e Sequence Diagrams /

View T | [ S | I = S [Je==—r{] ~ Node.Js Engine

D ggggggggg D
Battery-29837 Q .

Cyber Physical / i pes 3 i Architecture Model

Infrastructure s for Cyber Physical

Vi o a a Systems / CPS
ew %
TR

OMLAB

Modeling Methods & Tools from:
www.omilab.org



MODELING

.'."‘ ‘

!
1

-




ENTERPRISE
BLOCKCHAIN MODELING

Enterprise models as knowledge sources combined with
blockchain technologies:

» Decentralized, immutable storage of knowledge /
information

» Decentralized execution / monitoring of models

Recent examples:
v Knowledge Blockchains
v’ Decentralized Attestation of Models
v’ Decentralized Coordination of Business Processes



KNOWLEDGE BLOCKCHAINS

General Idea:

» Blockchains for storing and distributing knowledge in the form of
conceptual models

* Encode models in blockchain data structures for tracking changes,
ownership of contained information, potentially rewarding contributions

* Mechanisms for permission management
= Specific mining protocol for validating information

Requirements:

» Suitable blockchain technologies

» Adaptation of modeling languages and tools for blockchains

» Transformations from models to blockchain data structures

» Solution for storing model information on blockchain infrastructures

Fill, Hans-Georg, Harer, Felix (2018): Knowledge Blockchains: Applying Blockchain Technologies to Enterprise Modeling,
HICSS'51, AlS, pp.4045-4054.



Extensions of Modeling
Languages with UUIDs

Model type

UuID : UUID

Name : String
Attribute-Hash : String
UUID-Hash : String
Object-Hash : String

Extended Modeling Language Constructs

1.n

KNOWLEDGE BLOCKCHAINS

Definition of a Permission
Model Language

Create Permission

Scope - {Model types/Model
elements}

Attribute Name : String
containedinModel - UUID
UuID - UUID

Attribute-Hash : String

Identity

Public Key

Delete Permission

Scope : {Model types/Model
elements}

Attribute Name : String
containedinModel - UUID
UuID - UUID

Attribute-Hash : String

1.1

Permission

Transfer Permission

|1,.n
Class Relationclass
UUID - UUID fom | yuip - vuD
Name : String | Name : String
containedinModel : UUID from : UUID
Class-Relationclass Type : to - UUID
String to containedinModel : UUID
Attribute-Hash : String Class-Relationclass Type :
« String
Attribute-Hash : String
BPMN Task to BPMN Sequence
Task type : {Manual, - Transition condition :
Automatic, Semi- Expression
automatic} from
«

Sample Elements of a BPMN Model Type

Referenced Permission -
Permission

ldentity : Public Key
Delegate : Boolean
UuID - UUID
Attribute-Hash : String

Fill, Hans-Georg, Harer, Felix (2018): Knowledge Blockchains: Applying Blockchain Technologies to Enterprise Modeling,
HICSS'51, AlS, pp.4045-4054.




KNOWLEDGE BLOCKCHAINS

Use of Blockchain Data Structures
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Block-Signature I m h

KBC-Owner

BIOCk'HaSh | Block Block Block Block

Signature: - MEUCIDNYhXuKDwOgweo1CIQ8oY.

Block

Mined by-  KBC-Owner

Block-Hash: 36206a000162ce1437C3fdf83f.

Signature:  MEQCIDIXaN3cKD707JczyUt2S.
Mined by KBC-Owner

Block-Hash: 128160701140d88f2240cb67d0.

Signature:  MEQCIHTACAKSRARAFMChC/OPQO.
Mined by- KBC-Owner

Block-Hash: 31996 1861c3047c22966415dcd.

Signature:  MEUCIHpVFYfeleNe78JalsLbnE.
Mined by:  KBC-Owner

Block-Hash: 24016f1de36e6079¢c003868b.

Block-Header

Previous Block-Hash

Block-Header Block-Header Block-Header Block-Header

Prev. Block-Hash Prev. Block-Hash: 3602a000162ce143. Prev. Block-Hash: 128100701140d8812. Prev. Block-Hash: 31996186fc30d7c22
Header-Signature: MEUCIQCH1E2P3cBI. Header-Signature: MEUCIQCGG4KKOxIgH. Header-Signature: MEYCIQD}7g+a9VCiq9. Header-Signature: MEUCIQDLUUWa1TIqD.

Timestamp: 24.052017 19:45:22 Timestamp: 24052017 19:45:35 Timestamp: 24.052017 19:45:46

Timestamp: 24052017 19:46:13

Model-Merkle-Root. Model-Merkle-Root:

Nonce

Model-Merkle-Root. Model-Merkle-Root:

600b53919433787003532ac95c9af375a.
Permission-Merkle-Root

c83a08ecaleades75008cB6497181304b8.

Permission-Merkle-Root

Permission-Merkle-Root
61e5Dae61269056a1e4504802128728966.

£ce3abb0borIchG0304d 138693666768,

Permission-Merkle-Root
£ce3abb0DIfAcHB03bF4d 138693666768

Permission-
XML

Model-XML

5 folo s | © e 8CPe ?wav
Header-Signature

~« | Permission type: Create Permission

Timestamp

Model- (.W

Merkle-Root Merkle-Root

Delete All
Read cusomter's

electronic ID card
and copy data

~ | Permission type: Delete Permission

-

Data acquired

Input the
cusomter's data

Create anew Manage All

customer profile in | —— —_ N e Permission type: Transfer Permission
Bank-ERP system N

Add other persons
for authorization?

| Ask customer for ID —><>

IDis an electronic
D?

Transfer Create BPMN.... to Employee A

~| Permission type: Transfer Permission
Model- Permission- m Create BPMN Model Elements
Merkle-Tree Merkle-Tree cnrnne | Permission type: Create Permission
Employee-A

Fill, Hans-Georg, Harer, Felix (2018): Knowledge Blockchains: Applying Blockchain Technologies to Enterprise Modeling,
HICSS'51, AlS, pp.4045-4054.



KNOWLEDGE BLOCKCHAINS

Recent Application to OWL Ontologies

Extended Meta-Metamodel Constructs http://www.unifr.ch/ : OWL Ontol M |
Model type IRI : IRI = http://www.unifr.ch/
1..n UUID : UUID = e3874776-3398-42ec-bdf7-4c4cc6f2f646
-UUID: UUIP Name : String = http://www.unifr.ch/
- Name : String isModel : boolean = true

- isModel : boolean = true

A 1.n Animal : owl:Class
Class Relationclass IRl : IRI = http://www.unifr.ch/#Animal
SubClassOf : IRI+ = http://www.unifr.ch/#Thing

- UUID : UUID - UUID : UUID
- Name : String - Name : String SubClassOfUUID : UUID+ = 77965e01-3aef-490b-8875-5760d28659a9
- containedinModel : UUID - from : UUID UUID : UUID = 7e381016-810a-49c5-aacf-662353843940
- isClass : boolean = true -to: UUID Name : String = Animal

- containedinModel : UUID containedinModel : UUID = e3874776-3398-42ec-bdf7-4c4cc6f2f646

- isRelationClass : boolean = isClass : boolean = true

true

OWL Ontology Model SHA256- SHA256-
-IRI: IRI Hash Hash

259C56E47447 932680FF785E
. B3B498914A7D D95DCD1B8889
— OWL Object Property 44B49F4CAB12 814E039F2A0D
— —— E38956DB7F77 A385355521DC
- SubClassOf : IRI+ -range : IRI+ 8A924C25E9CO A7AC3AD53B24
: - i : +
- SubClassOfUUID : UUID+ J ?;rEZ'L'J‘LLJ’IUD'D ULLJJILJ[)I? C 0|ED OD|2 0

Extended OWL Ontology Model Type Constructs

7e381016-810a-

IRI:http://www.un

49c5-aacf- \ :
662353843940 ifr.ch/#Animal
uuID Attribute-Data

Fill, Hans-Georg (2019): Applying the Concept of Knowledge Blockchains to Ontologies, in: AAAl 2019 Spring Symposium on Combining Machine
Learning with Knowledge Engineering, Stanford University.




KNOWLEDGE BLOCKCHAINS

Benefits of Knowledge Blockchains

» Decentralized Monitoring of Evolution and Provenance of Concepts
» Digitally Signed Content

» Decentralized Permission and Delegation Schemes

» Zero-Knowledge Proofs for Sensitive Environments

» Foundation for possible reward mechanisms, e.g. quality assurance, decentralized
remuneration, etc.

Current Limitations

» Compatibility with existing blockchain platforms

» Storage of models



DECENTRALIZED ATTESTATION OF MODELS

Attestation without a trusted
third party

Proves the existence of
information at a certain pointin
time
Issuance of Claims, e.g.on
— Intellectual Property
— Contractual Agreements
— Certifications and Degrees
— Business Processes

Modeling of specific attestations in
ADOxx

Issuance and Verification of Claims
in Ethereum

st I

Smart Contract

Issue Claim Claim Validation
in signed Result
Transaction

' Transfer
‘ Claim * >
- Author o

- Timestamp
- Integrity Data

a

nnnnnnnnnnnnnn [ i | ot
| —
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D scknovidge D
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Make coffee by robot

Harer, Felix, Fill, Hans-Georg (2019): Decentralized Attestation of Conceptual Models Using the Ethereum Blockchain, 21+

JIEEE International Conference on Business Informatics (CBI)
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DECENTRALIZED COORDINATION OF BUSINESS PROCESSES

Interorganizational Business Processes Peer 2

Customer
Manufacturer

* Formation of organizations where
no single entity is in control

*  Process Planning

]

= Collaborative process Peer 1 Peer 3
modeling Supplier Assembly

- GIobaI.processes and Decentralized Network
local views per peer

= Agreement controlled Collaborative Process

Peer 1

via voting by smart contract
* Instance tracking I

= Distributed tracking of .'7' _ _ ______ I
execution states ' Y
= Global Verlflablllty O’E‘@ - eTheYeum let
Peer 2 ) ‘\ : _______ I I
m 1 - (] X
O+ {0

Haérer, Felix (2018): Decentralized Business Process Modeling and Instance Tracking — ‘
Secured by a Blockchain, 26" European Conference on Information Systems v
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ENTERPRISE
BLOCKCHAIN MODELING

Opportunities

» Blockchains for decentralized cooperation and
coordination in enterprise modeling

» Smart contracts for processing of model information
without central engines

» Well-suited for distributed scenarios with many, potentially
untrusted parties who require transparency



ENTERPRISE
BLOCKCHAIN MODELING

Challenges

» Decentralization & transparency require fundamental
re-thinking of all views in enterprise modeling

» Blockchains and smart contracts require in-depth technical
knowledge for successful application to modeling

» Current technical limitations of public blockchains (speed,
scalability, energy consumption)



OUTLOOK

» Further advancement of approaches for attesting models,
e.g. using qualified signatures

» Provision of open-source implementation for Knowledge
Blockchains

» Blockchains as an interesting research subject:
Transparency, Decentralization, Cryptographic Methods
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