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Blockchains: A Research Topic for Academia & Industry
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Blockchains:

§ Distributed, electronic ledgers

§ Immutable due to cryptographic procedures

§ Transparent for all participants through individual, complete copies

§ Transactions are digitally signed, currently without legal identity

§ Public blockchains have no trusted third parties, but distributed consensus

§ Decentralized lottery principle based on cryptographic puzzles for proposing 

new blocks

§ Use smart contracts for decentralized execution of Turing-complete algorithms 

through transactions

BLOCKCHAIN: CHARACTERISTICS
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BLOCKCHAIN: ADDING BLOCKS
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A transmits the transaction incl. a fee to its neighbors B and 
C, who forward it to their peers and so on.
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(cryptographic puzzle).
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This participant adds the transaction as a new block to the 
blockchain and distributes the information to its peers.
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Every participant validates the blockchain. If multiple 
versions exist, the longest chain (in terms of effort) prevails.
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BLOCKCHAIN: ADDING BLOCKS



Transactions may also contain executable code 
= smart contract, which is executed decentrally
upon request, results stored in blockchain

Participant A

Participant B

Participant C

Participant D

Participant E

Participant F

Participant G

Transaction T: 
contract c
function check (x, y)
if (x>y)
transfer (A,B,10)

BLOCKCHAIN: SMART CONTRACTS



Potential applications for blockchains include:

ØVirtual currencies

ØPublic registers

ØAttestation and traceability of information

ØDecentralized electronic identities

ØDecentralized applications (DApps)

POTENTIAL APPLICATIONS
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EXAMPLES IN ENTERPRISE MODELING
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Enterprise models as knowledge sources combined with 
blockchain technologies:

ØDecentralized, immutable storage of knowledge / 
information

ØDecentralized execution / monitoring of models

ENTERPRISE
MODELING

Recent examples:
ü Knowledge Blockchains
üDecentralized Attestation of Models
üDecentralized Coordination of Business Processes

BLOCKCHAIN



General Idea:
§ Blockchains for storing and distributing knowledge in the form of 

conceptual models
§ Encode models in blockchain data structures for tracking changes, 

ownership of contained information, potentially rewarding contributions
§ Mechanisms for permission management
§ Specific mining protocol for validating information

Requirements:
Ø Suitable blockchain technologies
Ø Adaptation of modeling languages and tools for blockchains
Ø Transformations from models to blockchain data structures
Ø Solution for storing model information on blockchain infrastructures

KNOWLEDGE BLOCKCHAINS

Fill, Hans-Georg, Härer, Felix (2018): Knowledge Blockchains: Applying Blockchain Technologies to Enterprise Modeling, 
HICSS'51, AIS, pp.4045-4054.



KNOWLEDGE BLOCKCHAINS

Extensions of Modeling 
Languages with UUIDs

Definition of a Permission 
Model Language

Fill, Hans-Georg, Härer, Felix (2018): Knowledge Blockchains: Applying Blockchain Technologies to Enterprise Modeling, 
HICSS'51, AIS, pp.4045-4054.



KNOWLEDGE BLOCKCHAINS
Use of Blockchain Data Structures

Prototypical Implementation
in ADOxx

Fill, Hans-Georg, Härer, Felix (2018): Knowledge Blockchains: Applying Blockchain Technologies to Enterprise Modeling, 
HICSS'51, AIS, pp.4045-4054.



KNOWLEDGE BLOCKCHAINS

Extended Meta-Metamodel Constructs

Extended OWL Ontology Model Type Constructs

Model type
- UUID : UUID
- Name : String
- isModel : boolean = true

Class

- UUID : UUID
- Name : String
- containedInModel : UUID
- isClass : boolean = true

Relationclass

- UUID : UUID
- Name : String
- from : UUID
- to : UUID
- containedInModel : UUID
- isRelationClass : boolean =
true

1..n

 1..n

1..n

 1..n

owl:Class

- IRI : IRI
- SubClassOf : IRI+
- SubClassOfUUID : UUID+

OWL Object Property

- domain : IRI+
- range : IRI+
- domainUUID : UUID+
- rangeUUID : UUID+

OWL Ontology Model

- IRI : IRI

Recent Application to OWL Ontologies

Fill, Hans-Georg (2019): Applying the Concept of Knowledge Blockchains to Ontologies, in:  AAAI 2019 Spring Symposium on Combining Machine 
Learning with Knowledge Engineering, Stanford University.

inclusion of new blocks. Here, the mining algorithm orig-
inally proposed for Knowledge Blockchains could be ex-
tended for the case of ontologies to conduct certain sanity
checks on the ontology before adding a block, e.g. to filter
out changes that could lead to an inherent or inconsistent
ontology or that do not satify certain domain or application-
specific constraints, cf. (Zablith et al. 2013).

Establishing Permission and Delegation Schemes
In contrast to other approaches for aligning blockchains and
ontologies, Knowledge Blockchains offer a mechanism for
specifying who has which kind of access to which parts of
a model - for details on these permission models we refer
to (Fill and Härer 2018). This means, it can be defined who
can edit which parts of an ontology as well as who is al-
lowed to delegate rights to other persons. In this way, a chain
of trust between different actors can be established. This
could subsequently be aligned with previous approaches for
defining ontologies that rely on multiple parties for deciding
about the inclusion of concepts, e.g. (Vrandečić et al. 2005).

Using Zero-Knowledge Proofs
Zero-Knowledge proofs are typically used in blockchains
for efficiently verifying the existence of information or
transactions in a blockchain without having to reveal the ac-
tual data. For example, in cryptocurrency blockchains, this
mechanism may be used to check that a particular transac-
tion has been accomplished and is thus part of the current
branch of the blockchain. The actual transaction data does
however not need to be disclosed.

In Knowledge Blockchains, zero-knowledge proofs can
be used to verify that certain patterns exist in models with-
out having to give away the actual model data. This may be
similarly applied to ontologies, e.g. to prove to an external
actor that a confidential ontology contains certain elements
without having to disclose the ontology. A use case for this
could be to ensure the compliance of an ontology to legal
regulations in a domain, e.g. that classes describing persons
actually do require the specification of a social security num-
ber.

Animal : owl:Class

IRI : IRI = http://www.unifr.ch/#Animal

SubClassOf : IRI+ = http://www.unifr.ch/#Thing

SubClassOfUUID : UUID+ = 77965e01-3aef-490b-8875-5760d28659a9

UUID : UUID = 7e381016-810a-49c5-aacf-662353843940

Name : String = Animal

containedInModel : UUID = e3874776-3398-42ec-bdf7-4c4cc6f2f646

isClass : boolean = true

http://www.unifr.ch/ : OWL Ontology Model

IRI : IRI = http://www.unifr.ch/

UUID : UUID = e3874776-3398-42ec-bdf7-4c4cc6f2f646

Name : String = http://www.unifr.ch/

isModel : boolean = true

Figure 3: Excerpt of a Sample Ontology Model Using the
Extended Knowledge Blockchain Constructs

For illustrating the basic working of this mechanism we
present example instances of an OWL ontology model in

Figure 3. Thereby, each element contains a UUID attribute
for its unique identification in addition to its IRI attribute.
The OWL class element Animal:owlClass further contains a
SubClassOf reference to another class Thing, which is ex-
pressed both in IRI and UUID style. In Figure 4 it is shown
how the hashing of these elements takes place. It is exem-
plarily shown for the lowest layer of the Merkle tree and
two attributes IRI and SubClassOf. In every case, the UUID
of the element is taken as the left leaf in the Merkle tree and
the attribute’s name and its value as the right leaf. This is
a slight extension to the original conception for Knowledge
Blockchains as it permits to access single attribute values in
the proofs later. Each of the two leaf values is then hashed
using the secure one-way SHA256 hashing algorithm.

With this structure, it can now for example be proven that
an element with the IRI http://www.unifr.ch/#Animal is con-
tained in the blockchain data just by giving access to the
hashes in the Merkle tree without the underlying data. This
is accomplished by calculating the SHA256 hash value for
’IRI:http://www.unifr.ch/#Animal’ and then searching for it
on the lowest level of the hash tree. Subsequently, the hash
of the UUID can be found, which may be used for further
queries, e.g. to prove that the same element is a subclass of
http://www.unifr.ch/#Thing.
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Figure 4: Excerpt of a Merkle Tree for the Sample Ontology
Model

Opportunities for Further Research
Although this position paper only intends to incite a discus-
sion on using the approach of Knowledge Blockchains for
ontologies, we can derive several opportunities for further
research. First, it needs to be investigated in detail which
data structures are most adequate for the representation of
ontologies in the context of blockchains, cf. (Fill and Jo-
hannsen 2016). This is closely related to the application of
zero-knowledge proofs and which advantages can be gained
from their application. In this respect, additional benefits
may arise from a combination of zero-knowledge proofs and
reasoning, e.g. to automatically expand the scope of matches
when searching for a concept in a Merkle tree based on in-
formation derived throuh reasoning.

Second, the use of UUIDs may not be an optimal solu-
tion for ontologies although they provide several benefits in
terms of a distributed and thus independent creation of ele-
ments. For this purpose it would be a next step to evaluate
whether the approach described by (Kuhn and Dumontier
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checks on the ontology before adding a block, e.g. to filter
out changes that could lead to an inherent or inconsistent
ontology or that do not satify certain domain or application-
specific constraints, cf. (Zablith et al. 2013).

Establishing Permission and Delegation Schemes
In contrast to other approaches for aligning blockchains and
ontologies, Knowledge Blockchains offer a mechanism for
specifying who has which kind of access to which parts of
a model - for details on these permission models we refer
to (Fill and Härer 2018). This means, it can be defined who
can edit which parts of an ontology as well as who is al-
lowed to delegate rights to other persons. In this way, a chain
of trust between different actors can be established. This
could subsequently be aligned with previous approaches for
defining ontologies that rely on multiple parties for deciding
about the inclusion of concepts, e.g. (Vrandečić et al. 2005).

Using Zero-Knowledge Proofs
Zero-Knowledge proofs are typically used in blockchains
for efficiently verifying the existence of information or
transactions in a blockchain without having to reveal the ac-
tual data. For example, in cryptocurrency blockchains, this
mechanism may be used to check that a particular transac-
tion has been accomplished and is thus part of the current
branch of the blockchain. The actual transaction data does
however not need to be disclosed.

In Knowledge Blockchains, zero-knowledge proofs can
be used to verify that certain patterns exist in models with-
out having to give away the actual model data. This may be
similarly applied to ontologies, e.g. to prove to an external
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Opportunities for Further Research
Although this position paper only intends to incite a discus-
sion on using the approach of Knowledge Blockchains for
ontologies, we can derive several opportunities for further
research. First, it needs to be investigated in detail which
data structures are most adequate for the representation of
ontologies in the context of blockchains, cf. (Fill and Jo-
hannsen 2016). This is closely related to the application of
zero-knowledge proofs and which advantages can be gained
from their application. In this respect, additional benefits
may arise from a combination of zero-knowledge proofs and
reasoning, e.g. to automatically expand the scope of matches
when searching for a concept in a Merkle tree based on in-
formation derived throuh reasoning.

Second, the use of UUIDs may not be an optimal solu-
tion for ontologies although they provide several benefits in
terms of a distributed and thus independent creation of ele-
ments. For this purpose it would be a next step to evaluate
whether the approach described by (Kuhn and Dumontier



KNOWLEDGE BLOCKCHAINS

Ø Decentralized Monitoring of Evolution and Provenance of Concepts

Ø Digitally Signed Content

Ø Decentralized Permission and Delegation Schemes

Ø Zero-Knowledge Proofs for Sensitive Environments

Ø Foundation for possible reward mechanisms, e.g. quality assurance, decentralized 
remuneration, etc.

Benefits of Knowledge Blockchains

Ø Compatibility with existing blockchain platforms

Ø Storage of models

Current Limitations
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Attestation without a trusted 
third party

• Proves the existence of 
information at a certain point in 
time

• Issuance of Claims, e.g. on
— Intellectual Property
— Contractual Agreements
— Certifications and Degrees
— Business Processes

• Modeling of specific attestations in 
ADOxx

• Issuance and Verification of Claims 
in Ethereum 

Härer, Felix, Fill, Hans-Georg (2019): Decentralized Attestation of Conceptual Models Using the Ethereum Blockchain, 21st

IEEE International Conference on Business Informatics (CBI)

Smart Contract

Claim
- Author
- Timestamp
- Integrity Data

Claim Validation
Result

Issue Claim
in signed
Transaction

Transfer

Block i Block i+n

DECENTRALIZED ATTESTATION OF MODELS



Interorganizational Business Processes

• Formation of organizations where 
no single entity is in control

• Process Planning
§ Collaborative process 

modeling
§ Global processes and

local views per peer
§ Agreement controlled 

via voting by smart contract
• Instance tracking

§ Distributed tracking of 
execution states

§ Global verifiability

30

Peer 1
Supplier

Peer 3
Assembly

Peer 2
Manufacturer

X

Collaborative Process Peer 1

Peer 2

Peer 3

Decentralized Network

Härer, Felix (2018): Decentralized Business Process Modeling and Instance Tracking
Secured by a Blockchain, 26th European Conference on Information Systems

Customer

DECENTRALIZED COORDINATION OF BUSINESS PROCESSES



Opportunities
Ø Blockchains for decentralized cooperation and 

coordination in enterprise modeling

Ø Smart contracts for processing of model information 
without central engines

Ø Well-suited for distributed scenarios with many, potentially 
untrusted parties who require transparency

ENTERPRISE
MODELINGBLOCKCHAIN



Challenges
Ø Decentralization & transparency require fundamental 

re-thinking of all views in enterprise modeling

Ø Blockchains and smart contracts require in-depth technical 
knowledge for successful application to modeling

Ø Current technical limitations of public blockchains (speed, 
scalability, energy consumption)

ENTERPRISE
MODELINGBLOCKCHAIN



OUTLOOK

Ø Further advancement of approaches for attesting models, 
e.g. using qualified signatures

Ø Provision of open-source implementation for Knowledge 
Blockchains

Ø Blockchains as an interesting research subject: 
Transparency, Decentralization, Cryptographic Methods
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